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Abstract—This work presents an interpretable and privacy-
aware solution for leakage detection in water distribution net-
works using federated prototype-based learning. Real data from
pumping stations in Stockholm expose a non-independent and
identically distributed data scenario, where each client reflects
distinct operational conditions. Despite data heterogeneity, the
model achieves consistently high performance. Interpretability is
achieved via Voronoi-based prototypes, while privacy emerges
from client-specific decision boundaries. The approach shows
that combining federated learning and prototype-based models
enables scalable, explainable, and secure anomaly detection in
critical infrastructure.

Index Terms—federated learning, leakage detection, prototype-
based models, water distribution network.

I. INTRODUCTION

The use of pipelines and distribution networks for transport-
ing water and other fluids has seen substantial technological
advancements over the past century, significantly improving
the reliability of this mode of transport [1]. Despite the
well-established benefits of pressurized pipeline systems [2],
maintaining their secure and sustainable operation remains a
persistent challenge due to the frequent occurrence of leaks
and bursts. One of the most effective strategies for mitigating
these issues is the early detection of anomalies, which plays
a crucial role in minimizing resource loss.

According to the report by the Institute for Research and
Economic Strategy of Ceard (IPECE) [3], Brazil’s water loss
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rate is approximately 40%. In contrast, the government’s tar-
get, under the current legal framework for basic sanitation, is
to reduce this rate to 25% by 2034. Accordingly to IPECE [3],
the State of Ceard notably reports a significantly lower water
loss rate, currently around 27%.

The authors in [4] classified state-of-the-art strategies for
water leakage management into pre-operational and post-
operational approaches. According to [4], pre-operational ap-
proaches include hydraulic model evaluation and structural
interventions, while post-operational approaches rely on leak
assessment, prevention, and detection.

Within the context of leak detection, as reviewed in [5],
several methodologies have been proposed in the literature
leveraging machine learning techniques, including random
forests, neural networks, and convolutional neural networks
(CNNs). Furthermore, the study presented in [6] employed hy-
draulic simulations of real-world water distribution networks
(WDNs) using the environmental protection agency network
(EPANET) software to design data-driven solutions grounded
in machine learning. In addition, the investigation carried out
in [7] offers a comprehensive overview of the results achieved
through the emerging benchmarking framework titled the bat-
tle of leakage detection and isolation methods (BattLeDIM).
Lastly, the authors in [8] introduced the open-source Python
package EPyT-Flow, which facilitates access to widely adopted
benchmark datasets and exposes low-level functionalities of
the EPANET simulation environment.

Despite the benefits obtained when using deep networks,
these techniques commonly suffer from their black box char-
acteristics [9]. This creates a critical trade-off between perfor-
mance and interpretability, especially in high-stakes infrastruc-
ture monitoring. Recent advances have proposed interpretable
alternatives, such as counterfactual-based event fingerprints,
which improve transparency and user trust in automated di-
agnostics [10]. In line with this direction, our approach in-
tegrates prototype-based learning into a federated framework,



enabling local interpretability and privacy-preserving modeling
while addressing the need for clarity and confidentiality in
distributed real-world water systems.

Motivated by the aforementioned research challenges, we
proposed an efficient and low-complexity distributed modeling
approach to identify potential leakages in real-world WDNSs in
municipal areas, while ensuring the privacy of hydraulic data.
The methodology relies on prototype-based models (PBMs),
which balance interpretability and computational efficiency,
and incorporates fundamental concepts from federated learn-
ing (FL) to enable a privacy-preserving solution capable of
handling data from spatially distributed sensing devices.

In [11], we compared the performance of multiple central-
ized PBMs and obtained promising classification outcomes in
highly resource-constrained scenarios, thereby validating the
hypothesis that a limited set of prototypes can effectively cap-
ture the variability of observed water pressure measurements.

Subsequently, in the study [12], we extended the previous
analysis by incorporating water flow measurements and con-
ducting a performance comparison between the federated and
centralized versions of the proposed model.

Then, in [13], we presented findings related to a proposed
device-oriented learning rate designed to address the chal-
lenges posed by non-independent and identically distributed
(non-1ID) data in federated settings.

Finally, we further investigate the interpretability of the
proposed federated PBM (FPBM) for detecting water leakages
in WDNs, highlighting its potential in practical anomaly
detection scenarios. Hence, this study constitutes a substantial
extension of our prior research, advancing the understanding
of how prototype-based learning (PBL) and FL can be jointly
leveraged to enable secure and interpretable distributed learn-
ing in critical infrastructure environments.

The remainder of this paper is organized as follows. Sec-
tion II introduces the fundamental concepts of PBL and FL.
Section III presents the FPBM modeling approach. Section IV
describes the case study adopted for evaluation. Section V
discusses the experimental results, and Section VI concludes
the paper with final remarks.

II. BACKGROUND KNOWLEDGE
A. Prototype-based Learning

PBL refers to a class of machine learning methods that con-
struct models by leveraging representative examples, known as
prototypes. In [14], PBMs are also referred to as competitive
learning algorithms in the context of artificial neural networks.
The term “competitive” pertains to the fundamental mecha-
nism of PBMs, wherein the reference units (called prototypes)
compete to represent different partitions of the input data.

The PBL framework encompasses both supervised learning
models, such as the learning vector quantization (LVQ) family
of algorithms [15], and unsupervised models, such as the self-
organizing map (SOM) [16].

Typically, prototypes are defined as a selected subset of
instances that are representative of specific classes or cate-
gories within the dataset. During training, these prototypes

are iteratively updated. Once trained, they are used to as-
sign a class label (in supervised learning) or to determine
cluster membership (in unsupervised learning) for new input
instances, based on similarity to the learned prototypes.

Similarity between data instances is generally assessed
using a dissimilarity metric, such as Euclidean, Manhattan,
Chebyshev, or Minkowski distance. The prototype exhibiting
the smallest dissimilarity to a new instance is selected to
perform prediction. Due to this direct comparison capability,
PBMs are recognized in machine learning theory for their
explicit and interpretable representation of input data [17].

Learning in PBMs is realized through a mapping (or projec-
tion) from the input space x € RP onto the set of R reference
units, where p denotes the dimensionality of the feature
space. The training procedure of competitive algorithms is
governed by the competition among the column vectors of
the prototype matrix Wy, g). In this process, each reference
vector competes to represent regions of the input space covered
by the data matrix Xp,xn] = [X1,X2,...,Xn], Where N
denotes the total number of input samples, and it is typically
assumed that R < N.

The formal structure of PBL methods relies on several
definitions. Let A denote a finite set of R reference units,
A=ci,co,...,cRr, where each unit ¢, € A, r =1,..., R, is
associated with a reference vector w, € RP, representing its
location in the input space, referred to as receptive field center.
The complete set of prototypes is represented by the matrix
W = [wy, Wa,...,Wg|, where each column w, corresponds
to a prototype vector. The objective of prototype construction
is to determine the vectors w,. that most effectively represent
the input data matrix X.

The assignment of an input vector x € X to a prototype
initiates a competitive process among the units in 4, wherein
the closest prototype is selected to represent the input. The
learning rule in PBL algorithms typically follows the winner-
takes-all (WTA) principle [14]: only the winning prototype is
updated, while the remaining prototypes preserve their learned
representations.

Once the prototype matrix W is trained, a fundamental
concept from computational geometry, the Voronoi region,
becomes applicable [18]. For each reference unit i € A, its
Voronoi region V; is defined as the set of points x € RP for
which w; is the nearest prototype:

Vi={xeRP|i=argmind(x,w;)}. (1)
j=1,...R
We define the Voronoi set R; as the collection of data points

in X for which 7 is the closest reference unit. As a result, the
input space is partitioned into R mutually exclusive regions:

R? = V,UVaU---UVg with V;nV; =0 fori#j, (2)

where a partitioning holds under both supervised and unsu-
pervised learning paradigms.

Since the PBL training procedures are established on itera-
tive learning by means of the reference units competition, we
initiate by defining the concept of iteration. In unsupervised



PBL, we denote as iteration a single stimulus provoked over
the set of reference units when we present an input sample
Xn, n = 1,..., N, to this set. For a given ¢-th iteration, the
competition is based on the following decision criterion:
cr(Xp, Wr(t)) = ar% min d(x,, w;(t)), 3)
1=1,...,

in which d(-;-) denotes a dissimilarity measure specific to the
PBL algorithm used, and ¢, (-) : RP x RP — R is the reference
unit of the nearest, known as winner, prototype among the R
available.

In general, unsupervised PBL algorithms are extensions of
the WTA learning rule [19]:

w(t+ 1) = wr(t) +1(t)[x(t) — w.(1)],

wilt +1) = wi(t), if i#r, @

where 0 < n(t) < 1 is the learning rate.

B. Federated Learning

FL is an emerging machine learning paradigm that enables
multiple decentralized entities, commonly referred to as de-
vices, to collaboratively train a global model without sharing
devices’ local datasets. Its primary objective is to enable model
training across distributed networks while preserving data
privacy and minimizing communication overhead [20]. This
decentralized approach offers several advantages, such as en-
hanced privacy preservation, lower communication costs, and
improved model generalization by leveraging heterogeneous
data distributions across clients. FL is particularly beneficial
in scenarios where data centralization is infeasible due to
privacy concerns or regulatory compliance, as observed in
cloud and edge security [21] and healthcare applications [22].
For a comprehensive review of FL applications across various
domains, we refer the reader to [23].

In a typical FL scenario, each participating device k &€
1,..., K, e.g., smart sensors, retains its own private dataset
and conducts local model training. These locally trained
models are then aggregated to update a global model, which
generally outperforms any individual model while maintaining
data privacy. The FL process at each global iteration ¢ typically
comprises the following steps:

1) Initialization: A central server initializes the global
model and transmits it to a subset S; of m randomly
selected devices, where 1 < m < K.

2) Local Training: Each selected device trains locally the
model using its local data for E local training epochs.

3) Model Aggregation: The locally updated models are
transmitted back to the central server, where they are
aggregated to refine the global model.

4) Model Update: The updated global model is redis-
tributed to participating devices, and the process repeats
until convergence.

The first FL algorithm introduced in the literature was

federated averaging (FedAvg) [24]. Since its introduction, nu-
merous extensions have been proposed, including approaches

that incorporate differential privacy [25], fairness consider-
ations [26], and convergence analysis under non-IID data
distributions [27].

Despite its benefits, FL faces several inherent challenges.
These include:

1) Non-IID Data: Data on each device often reflects the
behavior of a specific user, resulting in local distri-
butions that deviate significantly from the global data
distribution. This heterogeneity hinders convergence and
generalization [24];

2) Data Imbalance: The volume of data per device may
vary widely, leading to unequal influence during model
aggregation;

3) High Distribution Degree: In certain configurations, the
number of participating devices in a training round
may exceed the average number of samples per device,
complicating model updates;

4) Limited Communication: Mobile and edge devices may
exhibit intermittent connectivity, heterogeneous respon-
siveness, or costly communication channels, posing ad-
ditional constraints on the training process.

Within the context of models settings, FL. frameworks are
categorized regarding their scale of participating devices, typi-
cally distinguished as cross-silo and cross-device settings [28].
Cross-silo FL involves a limited number of stable and high-
capacity nodes (e.g., institutions and organizations), that par-
ticipate consistently in training. In contrast, cross-device FL
engages a massive number of personal or edge devices that
may join or leave the network dynamically. The principal
characteristics of both settings are summarized in Table I and
discussed in [29].

In conclusion, the survey by [30] outlines the principal
research directions in FL, including strategies for data par-
titioning, privacy-preserving mechanisms, FL applications to
various machine learning models, and methodologies for ad-
dressing data heterogeneity.

ITII. FEDWTA

Federated PBMs (FPBMs) comprise a class of machine
learning algorithms that enable the decentralized training of
PBMs [31]. In the context of unsupervised FPBMs, the work
presented in [32] demonstrates a decentralized implementa-
tion of the SOM network. For supervised FPBMs, the term
federated LVQ was first introduced in [31].

In FL setups, K represent the total number of devices,
and N the number of training samples available on the k-
th device. In addition, 7" represents the total number of global

TABLE 1
MAIN CHARACTERISTICS OF FL-ORIENTED SOLUTIONS

Characteristic Cross-silo Cross-device
Processing and storage capacities High Low
Scalability Typically 2-100 devices | Up to 10 0devices
Stability High Low
Data distribution Typically non-IID Typically 1ID




iterations, & = 7 denotes the fraction of devices participating
in each communication round, and 7 is the learning rate.

In this work, we extend the formulation introduced in Sec-
tion II-A to define the federated WTA (FedWTA) algorithm.
Let E denote the number of local training epochs, and [}, the
number of local iterations at the k-th device. A local iteration
corresponds to a single update step of the local model based
on one input sample. Thus, one local epoch consists of Ny
iterations, and a complete local training procedure with F
epochs entails a total of E' x Ny iterations.

The local dataset on device k is denoted by [, n,) Xx. The
global prototype matrix is denoted by W{,, g}, while the local
prototype matrix for device k is represented by p,, gy W.

The FPBM training procedure begins with the initialization
of a global prototype matrix W (¢ = 0), which serves as a set
of reference units covering distinct regions of the input space.
Each participating client then trains a local model W, (¢) using
its private dataset Xy, updating the prototypes based on local
information. The resulting updated prototypes, W (t+ 1), are
sent back to the central server, where they are aggregated to
construct the global prototype matrix W (¢ + 1) for the next
iteration.

Our proposed modeling framework adopts the WTA learn-
ing rule for local training, as shown in Eq. (4). Furthermore,
we employ a weighted mean of the local models as the
aggregation strategy to update the global model across global
rounds.

This process generates the FedWTA algorithm and mini-
mizes the following cost function:

DD DETI PN

ke K neN reR
SU Y Vknr =1,k € K,n € Ni,7 € R, vy € [0, 1],

kEK

4)
where the objective is to minimize the sum of squared errors
between the input samples and their associated prototypes
across all devices. Here, Xy, denotes the n-th sample from
the k-th device, and vy, is the membership coefficient that
quantifies the degree to which the sample X, is assigned to
the r-th global Voronoi region.

C(t) = min

Venr sWr

IV. CASE STUDY DESCRIPTION

The case study in this work utilizes water pressure and flow
data collected from four pumping stations located within a
district-metered area (DMA) in Stockholm, Sweden, spanning
the period from January 2018 to March 2019. The dataset,
provided by Stockholm Vatten och Avfall (SVOA), encom-
passes both normal and faulty (leakage) operating conditions,
as identified through historical maintenance records. Due to
privacy constraints, detailed information regarding the network
topology and the labeling procedure is withheld, and the
pumping stations are anonymized as A, H, K, and S.

Specifically, the dataset comprises one-minute resolution
time series of pressure and flow data for entire days, yielding
a total of 448 valid daily samples after excluding days with
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Fig. 1. Histograms of the observed water flow measurements (in m3/h) at
each pump.
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Fig. 2. Histograms of the observed water pressure measurements (in meters
of water column) at each pump.

excessive missing values. Each daily sample includes 1,440
measurements for both pressure and flow, captured across
the four pumping stations. A pronounced class imbalance
is observed in the dataset, with approximately 88% of the
samples corresponding to normal operating conditions. De-
spite the anonymization and associated limitations, exploratory
analysis reveals substantial differences in the data distributions
across stations and between operational states, underscoring
the importance of effective feature extraction for downstream
modeling tasks.

As the samples are acquired from heterogeneous sources,
i.e., different pumping stations, a key characteristic of the
SVOA dataset is the presence of distinct and non-IID data
across sources.



This phenomenon is illustrated in Figs. 1 and 2, which show
the distributional differences observed in flow and pressure
measurements across the stations.

V. RESULTS AND DISCUSSIONS

A. Contextualization

In this section, we evaluate the proposed federated machine
learning approach for leakage detection using a real-world
hydraulic dataset. The dataset comprises two operational con-
ditions: normal (N) and leakage (L). To assess the effectiveness
of the proposed method, we analyze both the performance and
interpretability of the obtained results. Table II summarizes
the main characteristics of the proposed distributed federated
learning solution.

We performed 100 independent runs of the federated clus-
tering algorithm. Each run adhered to the proposed method-
ological framework, which consists of three sequential steps:
(a) application of canonical discriminant analysis (CDA) [33]
to the training set of each pumping station to obtain linear
combinations of the interval variables, known as canonical
variables, that summarize between-class variation; (b) training
of the prototype matrix; and (c) evaluation of the resulting
clustering models. After each execution, the cluster purity was
computed. Specifically, cluster labels were assigned based on
the majority class of samples within each cluster. Accordingly,
the purity rate is defined as the proportion of data samples
whose assigned cluster labels match their ground-truth class
labels, relative to the total number of samples.

The empirical evaluation assumes full device participation,
where all pumping stations contribute to each round of ag-
gregation. The training process is executed for a maximum of
T = 800 global iterations, after which the global prototype
matrix W(T') is returned as the final solution. Additionally,
the number of local training epochs is set to £ = 10, and the
total number of prototypes is defined as R = @ ~ 10,
where Nj denotes the number of samples associated with
the k-th pumping station. The local learning rate for the k-th
client is defined as (i) = m, where i = 1,..., I is
the iteration index within the local WTA procedure. Note that
I, = FE x Nj represents the total number of WTA iterations
executed locally at the k-th device during a single global
iteration. Furthermore, the initial prototype matrix W (¢ = 0)
for each local model is constructed by randomly selecting five
samples from class N and five from class L at the k-th pumping
station.

TABLE II
MAIN CHARACTERISTICS OF THE PROPOSED DISTRIBUTED FEDERATED
SOLUTION
Local Data Privacy Metho'd for
FL setup . R solving
model partitioning mechanism .
heterogeneity
WTA Cross-silo | Horizontal FL. Mode! Synchr(?nogs
aggregation | communication
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Frequency

Frequency

o
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Fig. 3. Histograms of the observed water flow measurements at each pump
projected to canonical units.

B. Evaluating the Feature Extraction

We start our analysis by applying the CDA through the
following steps: (i) read the pressure and flow signals from
the pumping station k; (ii) separate the samples according to
their corresponding labels, such as normal and leakage; (iii)
calculate the within-group Wy and between-group B scatter
matrices of both hydraulic signals, separately; (iv) find the
eigenvector vy, . associated to the largest eigenvalue of the
matrix Wy~ 'Bg, in which p = 1440 denotes the number
of components of the raw hydraulic signal; (v) obtain the
projected data by applying the inner product between v; and
the raw local hydraulic dataset; (vi) concatenate the projected
pressure and flow data to obtain the processed local dataset
[px Ny,] Xk» Where p = 2 and X, = 448 (viii) repeat the steps
i to vi for the remaining pumping stations.

Therefore, the pressure and flow measurements from each
pumping station are used to construct their processed hydraulic
dataset. The resulting histograms of the processed flow and
pressure features are illustrated in Figs. 3 and 4, respectively.

In addition to the dimensionality compression of the daily
hydraulic time series, these results reveal that the histograms
of the treated SVOA dataset are also non-IID, maintaining this
characteristic that the FedWTA will manage.

C. Evaluating the Cost Function

Subsequently, we train and validate the performance of the
proposed FedWTA algorithm by evaluating its effectiveness in
minimizing the cost function defined in Eq. (5). Fig. 5 presents
the cost function of the learning model along independent
training runs.

In this figure, the solid blue line represents the median
values of the mean squared error (MSE) throughout the
training process. At the same time, the interquartile range
among the first and third quartiles is indicated in the blue-
shaded area, and the dotted lines indicate the upper and lower
Tukey limits of the MSE values.
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Fig. 4. Histograms of the observed water pressure measurements at each
pump projected to canonical units.

Furthermore, Fig. 6 shows the median MSE values obtained
for each pumping station throughout the global training pro-
cess. As can be observed, Pump S consistently exhibited the
lowest MSE values, whereas Pumps A and K showed the
highest cost function levels. However, the MSE associated with
Pump A decreased more significantly over time, eventually
converging to values comparable to those of the other pumping
stations.

D. Performance of the FedWTA

The statistical purity performance rate of the FedWTA
method for each pumping station is shown in Fig. 7.

A closer look at these metrics reveals that all pumping
stations achieved high performance through the global model.
Additionally, there is a substantial performance difference
between Pumps A and K. While both obtained very similar
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| — — — Lower Tukey Limit
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w
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Fig. 5. MSE obtained along the global iterations.

maximum and median values, their mean and minimum values
show a minimum variation. Moreover, Pump H showed the
lowest performance results and was the only one that failed to
reach a maximum purity rate of 100%.

A final aspect worth highlighting concerns the consistently
high purity rates, which suggest that the entire day data
acquisition period effectively characterizes the samples. This
observation raises two key insights: (i) the leakage detection
problem may have become linearly separable due to the
extended observation window, and (ii) it may be possible
to reduce the required acquisition period while maintaining
attractive predictive performance. These insights suggest a
potential trade-off between the time required for data char-
acterization and the resulting clustering quality, measured by
purity.
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Fig. 6. MSE per pump obtained along the global iterations.
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E. Interpretability of the FedWTA

Finally, we assess the interpretability of the results through
visual inspection of the global models.

The obtained models, represented by Voronoi cells, allowed
us to analyze how the local data was clustered in their
respective feature spaces. In the following visualizations, blue
dots indicate the N samples, red crosses correspond to the
L samples, black pentagrams mark the prototypes, and the
hyperplanes delineate the boundaries of the Voronoi cells.

In detail, during a given run of the algorithm with purity rate
of Purity[A, H,K,S] = [100%,98.88%,99.78%,99.78%],
Fig. 8 illustrates the local models generated at the end of the
first local training phase using the WTA algorithm. As shown
in the figure, each pumping station produced its own local
model based on its respective data, resulting in the formation
of different Voronoi cells. An important observation is that
only Pump A generated data partitions that achieved a purity
rate of 100%, indicating a highly effective local separation of
the data in that device.

Then, Fig. 9 presents the initial global model obtained by
the first aggregation the local models. Specifically, this figure
illustrates the first use of a shared global model across all
pumping stations. Moreover, it can be observed that class
separation at Pump K has improved, whereas Pump A no
longer achieves purity rate of 100% .

Finally, Fig. 10 shows the positioning of the Voronoi cells
at the end of the training of the FedWTA algorithm. A
particularly relevant observation is the presence of dead units,
i.e., Voronoi regions that remain unoccupied by data in some
clients while actively representing samples in others. This
heterogeneity enhances data privacy, as it becomes challenging
for external observers or adversaries to determine which
regions of the space are truly representative for a given client.
Consequently, the unique operational characteristics of each
pumping station are better preserved throughout the federated

Pressure
Pressure

Pressure
Pressure

0 05 1
Flow

Fig. 8. Voronoi cells generated along the local models training (1" = 1).

training process.

VI. CONCLUSIONS

In this work, we focused on modeling a federated solution
to address the water leakage detection challenge in WNDs.
To this goal, we considered a relevant real-world study case
to analyze interpretative concepts from PBL and FL paradigms
to efficiently explore non-IID data.

The resulting global models offered valuable insights into
the distribution and separation of patterns across devices,
reinforcing the model’s ability to produce meaningful and
interpretable decision boundaries in a privacy-aware federated
learning setting.
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Hence, the observed findings showed the viability and
potential benefits of FPBMs. Since our modeling focused on
the FedWTA algorithm can be adjusted and applied to several
problems in anomaly detection, we hope our insights can
inspire future works on other FPBMs.

With regard to the design and improvement of WDNs, we
plan on evaluating the proposed FL solution under varying
sampling periods. This analysis is particularly important in
anomaly detection scenarios, where the required duration of
data acquisition prior to prediction plays a critical role.

To conclude, we highlight the main contributions of this
work: (i) promoting the practice of initially investigating
the problem using interpretable methods rather than directly
applying black-box strategies; (ii) demonstrating the potential
of FPMs; and (iii) presenting a feasible operational design for
water leakage detection, aiming to encourage improvements
in Brazilian water utilities within the context of advanced
metering infrastructures.
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